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Dark Cubed is a cyber security start-up 
focused on developing new ways to deploy and 

deliver cyber security capabilities to companies of 
all sizes. Our patent-pending innovation is 

focused on improving the agility, scalability, 
affordability, and accessibility of a wide range of 
cyber security capabilities so our customers can 

focus on protecting  
what matters most. 



Cybersecurity for MSPs 
 

 
Cybersecurity today is no longer considered a separate or optional offering for MSPs. The 
evolving and ever-growing online threat landscape means that Managed Service Providers 
(MSPs) must provide clients with cybersecurity solutions that prevent, detect, and respond to 
cyber threats.  
 
MSPs are uniquely positioned as trusted advisors to build cybersecurity programs and 
implement solutions that address cybersecurity needs due to their deep knowledge of client IT 
infrastructures. And today’s successful MSPs that do offer cybersecurity solutions partner with 
security specialists to succeed. 
 
MSPs that excel at cybersecurity program execution not only stand to increase client revenue 
but, critically, have the opportunity to retain their existing client bases. By delivering the right 
cybersecurity solutions for their clients, MSPs gain competitive advantage. 
 
While the shortage of qualified cybersecurity professionals continues to impact the IT industry, 
MSPs can still educate themselves on the latest commercial and open source technologies to 
help their clients make the best cybersecurity solution deployment decisions. 
 
One way for MSPs to get started with cybersecurity education is by evaluating and testing 
open source tools. The following paper covers technologies ranging from free intrusion 
detection systems to open source intelligence tools to help MSPs understand the threat their 
clients face, and the types of skill sets needed to excel at cybersecurity solution deployment. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



01 Intrusion Detection Systems 
 
Because no firewall or network is impenetrable, Intrusion Detection Systems (IDS) are critical 
for any cybersecurity program. These systems enable IT security managers to detect and 
respond to malicious traffic, network attacks and intrusion attempts. 
 
Intrusion detection systems regularly monitor networks or systems for malicious activity and 
policy violations while collecting traffic data for cyberthreat analysis and alerting. IDS software 
that can detect intrusions combined with response capabilities are called intrusion prevention 
systems (IPS). Intrusion detection systems can also be used for specific intelligence gathering 
purposes such as acting like a “Honeypot,” a computer system that poses as a vulnerable 
cyberattack target to collect and analyze malicious traffic.  
 
The two main types of intrusion detection systems are host-based intrusion detection systems 
(HIDS) and network-based intrusion detection systems (NIDS). A system that monitors 
operating system files is an example of an HIDS, while a system that analyzes incoming 
network traffic is an example of a NIDS. 
 
Intrusion detection systems are also classified by detection approach. This includes signature-
based detection that recognizes malicious activity by pattern such as malware or anomaly-
based detection that detects deviations from a model of "good" traffic and may use machine 
learning for analysis. Reputation-based detection systems rank threats according to reputation 
scores. The best IDS tools use a combination of both signature-based and anomaly-based 
detection. 
 
The drawback of signature-based systems is that new malware is not recognized until a 
signature file is added to the software, usually after a certain number of computers have been 
attacked or an exploit is well publicized. Anomaly-based intrusion detection provides better 
protection against zero-day attacks as the system looks for anomalous software behavior 
versus trying to recognize known intrusion patterns. 
 

Snort IDS/IPS 
 
Snort, one of the most widely deployed IDS/IPS technologies in the world, is a free network 
intrusion detection system that has three primary uses. It can be used as a packet sniffer or a 
packet logger to analyze real-time internet traffic or as a network intrusion prevention system. 
Snort also combines the benefits of signature, protocol, and anomaly-based inspection. 
The software was created in 1998 by Martin Roesch, founder and former CTO of Sourcefire 
and the original developer of Snort. The software is now maintained by Cisco Systems after the 



company purchased Sourcefire in 2013. The Snort engine is distributed under the free (open 
source) GNU General Public License.  
 
Key Snort features include protocol analysis, identifying operating system fingerprinting 
attempts, semantic URL attacks and Server Message Block (SMB) probes. Snort can also be 
used for content searching and matching, and detecting cyber-attacks such as buffer overflow 
attacks, port scans, and CGI attacks. 
 
When using Snort in packet sniffing mode, the software will read network packets and display 
them in the console. While in packet logger mode, the software will log packets to disk. In 
intrusion detection mode, the software monitors and analyzes network traffic against user-
defined rules. Snort rules perform specific actions based on identified threats or activities. 
Rules are based on detecting specific vulnerabilities, not exploits or unique traffic data. 
Developing a rule requires understanding how a specific vulnerability works. 
 
Snort signatures can detect exploit-specific marks or characteristics such as ego strings, fixed 
offsets, debugging information, or any signatures that may or may not be related to a 
vulnerability. Signature detection is considered “day after detection” as exploits are first 
identified and then searched for. However, signature detection is limited as threats have 
already infected compute resources and signatures are used to identify threats only after 
attacks have occurred.  
 

Getting Started with Snort 
 
Snort is a cross-platform tool that can be installed on operating systems including Unix, 
Windows and MAC OS X. Snort is easy to install and get up and running. To realize the full 
value of Snort, knowledge of the Linux operating system is highly recommended.  
 
The first step to getting started with Snort is downloading the proper package for your 
operating system and installing it. (Figure 1) 
 
You can find official Snort downloads at the Snort.org web site:  
 
https://www.snort.org/#get-started.   
 



 
 

Figure 1 
 
The next step is subscribing to get your “Oinkcodes” for the latest detections. Oinkcodes are 
unique keys associated with your user account that act as API keys for downloading rule 
packages. Creating an account on Snort.org (https://www.snort.org/users/sign_up) will give 
you access to the registered user rule packages. 
 
To stay current with the latest Snort updates, download and install the rule manager, 
PulledPork, to automate the downloading, installing or updating of your Snort rules, 
SharedObject rules or Emerging Threats rules.  
 
PulledPork can be found on the Snort.org web site or at:  
 
https://github.com/shirkdog/pulledpork. 
 
A complete set of setup guides contributed by members of the Snort Community can be also 
be found on the Snort.org site at:  
 
https://www.snort.org/documents. 
 
 
 
  



02 Vulnerability Management  
All organizations connected to the Internet are at risk of network attacks and implementing a 
vulnerability management program is another important part of any strategic cybersecurity 
program. Vulnerability scanners, the cornerstone of any vulnerability management program, 
perform diagnostics and vulnerability analysis by defining, identifying, and classifying security 
risks on an organizational computer, server, or network. 

Vulnerability scans must be conducted multiple times per year and include tracking and 
remediation, vulnerability analysis, analytics and reporting.  

Vulnerability analysis also can forecast countermeasure effectiveness and evaluate how well 
countermeasures work after being put into use. Vulnerability scanners rely on databases and 
feeds that contain all information required to check systems for security gaps across services 
and ports, packet construction anomalies, and paths to exploitable programs or scripts.  

Vulnerability scanner capabilities should include:  

• Continuously updated vulnerability data feeds 

• Vulnerability detection with low false positive rate 

• Simultaneous multiple vulnerability scanning capability 

• Vulnerability trend analytics and reporting 

• Vulnerability countermeasures recommendations  

The frequency at which vulnerability scans are performed is determined by the organization’s 
risk profile and regulatory requirements. Experts recommend at least quarterly scan as part of 
a standard cybersecurity program.  

Any new or unknown vulnerabilities discovered by a scanner should be reported to 
organizations such as the Computer Emergency Readiness Team (CERT). 

OpenVAS 

OpenVAS (https://www.openvas.org), which stands for Open Vulnerability Assessment 
System, is an open source vulnerability scanner with capabilities including unauthenticated 
and authenticated testing, Internet and industrial protocols, large-scale performance tuning 



scans and an internal programming language for custom vulnerability testing. The OpenVAS 
scanner, licensed under the GNU General Public License (GNU GPL), has been maintained and 
developed by Greenbone Networks since 2009.  
 
The software is part of the Greenbone security solution and is integrated into Greenbone 
Networks’ commercial vulnerability management product called Greenbone Security Manager 
(GSM). GSM appliances use an extensive enterprise-grade feed with additional security and 
appliance management capabilities as well as a service level agreement. 
 

Greenbone also curates a public feed of Network Vulnerability Tests (NVTs) for the OpenVAS 
Scanner. The feed, a subset of the commercial Greenbone Security Feed (GSF) and configured 
as the default for the OpenVAS Scanner, includes more than 50,000 vulnerability tests and is 
updated with new Network Vulnerability Tests (NVTs) on a regular basis. 
  

Getting Started with OpenVAS 
 
OpenVAS is designed for IT and security administrators with a good working knowledge of 
Linux. The software can be installed from source code that is available on Github 
(https://github.com/greenbone/openvas). 
 
For testing and evaluation purposes, OpenVAS offers a Community Edition. It’s a derivative of 
Greenbone’s GSM ONE for trialing OpenVAS on Windows, Linux or Mac operating systems and 
is designed to be used on a notebook computer using as a virtual machine (VM)Microsoft 
Hyper-V, VMware ESXi or with VirtualBox.  
 
For running OpenVAS on a virtual machine, first create a Linux VM on your computer and then 
download the OpenVAS ISO image from here:  
 
https://dl.greenbone.net/download/VM/gsm-ce-5.0.7.iso. 
 
When your new VM is powered up and asks for a startup disk, choose your newly downloaded 
OpenVAS ISO image. 
 
After OpenVAS is installed, select the Setup option and follow the prompts to create your 
OpenVAS virtual machine, then set up the Greenbone Security Manager. 
 
OpenVAS has a web interface that includes a wizard for helping set up target machine scans. 
 
To perform a scan, use an IP address of a machine that you own such as the host machine 
running the VM by entering it into the OpenVAS wizard and select Start Scan. You can also set 
up another virtual machine to test OpenVAS or use a machine set up for penetration testers. 



03 Phishing Attacks 
 
Phishing is an online attack whereby an attacker pretends to be a reputable entity such as a 
financial institution or trusted person in an email or via social network channels to gain the 
confidence of a victim. 
 
Once confidence is gained, the goal of phishing attack is to get the victim to click on a URL that 
leads to a malware site or a malicious attachment that compromises the victim’s computer. 
Attackers may use phishing emails to distribute malicious software that can extract login 
credentials or account information from victims, for instance.  
 
With phishing it’s easier to trick victims into clicking a malicious link in an email using social 
engineering techniques than trying to hack into a computer or network firewall. Additional 
communication methods for phishing attacks include direct messages sent over social 
networks, MMS or text messages. 
 
Sometimes public information sources such LinkedIn, Facebook and Twitter, are used by 
phishing attackers to gather background information about the victim's personal and work 
history, interests or activities to target their victims using social engineering techniques.  
 
According to research from PhishLabs, the evolution of social engineering-based threats, 
continued attacks on the financial industry and HTTPS use on phishing sites continue to rise.  
 
 
Key findings in the report include: 
 

• Phishing attack volume grew 40.9% in 2018 
• 83.9% of attacks targeted credentials for financial, email, cloud, payment, and SaaS 

services 
• The use of free website infrastructure to stage and launch attacks grew substantially 
• 98% of attacks that made it past enterprise email security controls and into user inboxes 

contained no malware 
• The most effective lures in simulated phishing exercises were Financial/HR and 

Ecommerce 
 
As phishing continues to increase, having an organizational strategy that goes beyond network 
perimeters to combat malicious attacks aimed at end-users is critical.  
 

 



Gophish  
 
Gophish (https://getgophish.com) is a leading free open-source phishing tool for testing an 
organization's vulnerability to phishing attacks. This phishing toolkit is intended to help 
penetration testers and businesses easily simulate phishing attacks within their organizations.  
 
Written in the Go programming language, Gophish can be installed in one download. It runs on 
operating systems including Windows, Mac OSX, and Linux using a command line interface 
(CLI) and the Gophish web interface for phishing campaign execution. When using Gophish for 
testing user responses to phishing emails, you can view a timeline for each recipient, track 
email opens, link clicks and submitted credentials to simulated phishing campaign landing 
pages. 
 
Using the Gophish web interface, IT security managers can deploy authentic looking email 
templates and landing pages for testing end user responses to phishing email attempts. The 
software handles recipient list and phishing email campaign management and scheduling, 
much like a typical email marketing tool all through the Gophish campaign dashboard.  
 
Each phishing campaign also shows what a phishing email recipient did ranging from opening 
an email or clicking a link to submitting information from the landing page in the analytics 
dashboard. Gophish also records information about the device used to click the phishing link 
and submitted data.  
 

Getting Started with Gophish 
 
Gophish, like many open source security tools, requires a working knowledge of Linux. The 
software is well documented with a user and installation guide that can be found here: 
https://docs.getgophish.com/user-guide. 
 
Gophish provides pre-built binaries for most operating systems making installation simple. To 
install Gophish, you can also go to Github and run the following command: 
 

go get github.com/gophish/gophish  
 
This downloads gophish into your $GOPATH. 
 
Next, navigate to $GOPATH/src/github.com/gophish/gophish and run the 
command go build to build a gophish binary for your specified directory. 
 
After Gophish starts, open a browser and navigate to https://127.0.0.1:3333 (Figure 1) to 



access the login page.  
 
The default login credentials are: 
 
Username: admin 
Password: Gophish 
 
 

 
 

Figure 1 
 
 

 
 
 
 
 
 
 



04 Security Gateways  
 
The constant threat of malware, sophisticated hackers and zero-day exploits combined with 
compliance regulations require organizations to keep their data safe and networks highly 
secure. Security gateways or security gateway appliances, also known as firewalls, provide 
threat prevention and unified security management to prevent and mitigate cyber-attacks, 
reduce complexity and lower overall security hardware and software costs.  
 
The term “security gateway appliance” can mean either a physical hardware device or a 
software application that plays the same role as a hardware appliance yet is deployed on a 
virtual machine or in the public cloud. Typical security gateway appliance features include 
firewalls, IPS, anti-bot and malware, antivirus, and URL Filtering for protection against threats 
as well as zero-day vulnerabilities. 
 
Many leading commercial vendors including Cisco Systems, Juniper Networks and CheckPoint 
all offer security gateway appliances, sometimes called next-generation firewalls, to meet the 
security needs of enterprise customers. Next-generation firewalls (NGFW) are considered 
third- generation firewalls as they combine traditional firewalls with added security features 
such as application firewalls that employ deep packet inspection (DPI) or intrusion prevention 
systems (IPS).  
 
In addition to commercial options, many open source firewalls exist that provide the same 
functionality, supported by a developer community or sponsor, without the high costs 
normally associated with proprietary solutions. 
 

pfSense 
 
pfSense is an open source security gateway appliance based on FreeBSD that can be deployed 
in the cloud, as a virtual machine or installed on bare metal hardware. The software can be 
used as a firewall, VPN or router with secure networking capabilities that includes load 
balancing, traffic shaping, transparent caching proxy and web content filtering as well as a 
DNS/ DHCP Server or full-featured Intrusion Detection System. 
 
With over 1,000,000 installations, pfSense has been used globally by businesses, educational 
institutions, government agencies and non-profits. The pfSense project started in 2004 with 
the first release in 2006. The “pf” in the name pfSense means “packet-filtering tool.” Security 
gateway appliance maker Netgate develops and maintains pfSense software. 
pfSense cloud-deployment options include Microsoft Azure and Amazon Web Services (AWS) 
providing advanced firewall, VPN, and routing functionality for cloud-based infrastructures.   



 

Getting Started with pfSense 
 
pfSense can be deployed on physical hardware, on a virtual machine using Microsoft Hyper-v, 
VMware ESXi and Proxmox or in the cloud using Microsoft Azure or AWS.  
 
The software, recommended for advanced users, is well documented with downloads, 
installation and user guides found at: 
https://docs.netgate.com/pfsense/en/latest/install/installing-pfsense.html. 
 
The pfSense user guide covers bare metal, virtual machine and public cloud installations. 
 
pfSense on Microsoft Azure can be used as a VPN endpoint for both site-to-site VPN tunnels 
and as a remote access VPN server. The software is free while Microsoft charges for compute 
time and can be deployed here: 
 
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netgate.netgate-pfsense-
azure-fw-vpn-router 
 
With Amazon Web Services (AWS), the pre-built pfSense AMI offers the same features as 
pfSense hardware appliances from Netgate. With AWS, however, Netgate licensing does apply 
after the first 29 days of a free trial. The pfSense AMI can be found here: 
 
https://aws.amazon.com/marketplace/pp/Netgate-pfSense-FirewallVPNRouter/B00G6P8CVW 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



05 OSINT 
 
Open-source intelligence (OSINT) is defined as publicly available or open source data collected 
for intelligence purposes. Cybercriminals with malicious intent use OSINT to enhance their 
social engineering efforts when conducting phishing attacks, for example.  
 
OSINT can also be used by organizations to positively enhance their security posture by 
collecting public data about potential threats. OSINT enhances a cybersecurity program by 
providing additional threat intelligence beyond tools such as intrusion detection systems. 
 
Defending against OSINT-based attacks starts with an understanding of what types of 
information malicious actors look for when gathering intelligence about an organization. 
OSINT ranges from finding an organization’s services, servers or devices exposed to the 
internet to employee names, job roles, organizational hierarchies, systems and software in 
use, social networks, blogs and comments on forums. Software tools used for OSNIT include 
search engines such as Google to the Internet of Things search engine Shodan. 
 
OSINT’s importance extends to state actors seeking online intelligence as well. Examples 
include US intelligence using geotagged Google maps to direct air support in Syria while 
monitoring Twitter feeds, Facebook posts and online forums where terrorist groups post 
material. 
 

Sketchy and Scumblr 
 
Scumblr is an open source Ruby on Rails web application, developed and maintained by Netflix 
that automates OSINT collection on websites, api’s, social media, forums and web searches for 
mentions of search keywords. The tool helps streamline security using intelligence to identify 
and track potential organizational threats. Searches can be done manually or automatically on 
a recurring basis 
 
Scumblr’s built-in libraries monitor online information providers including Google, Facebook, 
Twitter, the iTunes Store, Certificate Transparency, Ebay, Google Play, Reddit, RSS Feeds, 
Pastebin and YouTube Search Providers. If monitoring text storage site Pastebin, for example, 
Scumblr can find any mention containing @yourdomain indicating an email from your 
organization was found.  
 
 
Scumblr integrates with a tool called Sketchy, an API framework also developed by Netflix 
engineers that generates automatic screenshots from potentially malicious sites for a 



“snapshot-in-time” of identified web page and results. The tool allows security analysts to 
preview Scumblr results without having to risk visiting the potentially dangerous site. Sketchy 
is isolated from Scumblr and immune to sites that may perform malicious actions on the tool. 
 

Getting Started with Scumblr and Sketchy 
 
Set up instructions for Scumblr can be found on the Netflix Skunkworks Github wiki 
(https://github.com/Netflix-Skunkworks/Scumblr). Because Scumblr uses Ruby on Rails you 
will first need to set up and deploy a Scumblr environment. The set up can be technically 
challenging for non-developers or those not familiar with Linux. 
 
The Scumblr application stack consists of Ubuntu 14.04 as the base, Python library 
prerequisites, Ruby on Rails, a Postgres database and then finally Scumblr.  
 
Once the setup is complete, you can configure Scumbler to search and analyze any OSINT 
targets with plugins called Tasks that perform searches or syncs of specific sites or APIs 
including Github, Google, Pastebin, Twitter, etc. Tasks can be configured from within Scumblr. 
 
With Scumblr you can create Status fields that track results over time and create simple or 
complex workflows to be used with search results. This includes marking results as "Reviewed" 
or creating more complex workflows involving multiple steps with process automation. 
 
Sketchy is recommend for Linux users with knowledge of Python, Nginx, PhantomJS, S3, SSL 
and Celery that uses SQLAlchmey for object relational mapping. Full setup documentation can 
be found on Github here: https://github.com/Netflix/sketchy/wiki/Setup. 
 
Sketchy’s task based API for taking screenshots and scraping text from websites uses 
PhantomJS to ensure site with heavy Ajax use are captured correctly. Screenshots, also known 
as “sketches,” text scrapes, and html files are stored locally or externally such as with an 
external AWS S3 object storage bucket. 
 
For testing or production purposes, Sketchy can also be deployed in a Docker container on an 
Amazon EC2 instance running Ubuntu 14.x.  



 
 
 
 
 
 
 

The  
Dark Cubed Platform 

The Dark Cubed cyber security platform offers a 
new option for cyber security. We don’t require 
you to buy overpriced hardware and software that 
is difficult to install and even more difficult to 
operate effectively. We do not require you to 
outsource your problem to a third-party provider 
and pray that you picked the right one. And, we 
know that ignoring the problem is never a real 
choice for your business. 

 
Instead, our platform will monitor your network in 
real time, provide alerts and information that your 
existing staff can understand, give you the tools to 
take action. 

 
 

Interested? 
Learn more at DarkCubed.com. 
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