
The Current State of 
Cyber Security and Why 
the Marketplace is Broken



The Cyber 
Security Market 

Let’s take a step back and discuss the 

current cyber security market. If you have 

an army of analysts and millions of 

dollars to spend on cyber security, 

then congratulations, you have 

thousands of cyber security    

companies that are willing to sell 

you expensive, complicated 

products to help secure your 

network!

However, we’re willing to bet 

that this doesn't describe your 

company. So, if you’re part of 

the majority of companies that 

have intellectual property, customer 

data, financial information, or other 

sensitive data to protect, you are likely 

feeling lost in the market.

The Trouble with 



Your company
focuses on serving your 

customers, growing your business and retaining your best 

employees. You don’t have the time to evaluate and choose - or the 

capital to afford - today's cyber-security products. Nor do you have a 

dedicated team of analysts with nothing better to do than sort through 

dozens of alerts… most of which are false positives.  Unfortunately, when 

companies like you start to look for solutions within the cyber security 

marketplace, they’re typically met with three very 

poor choices:
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You can try to protect your company by 

purchasing products to monitor your 

network, manage workflow and correlate 

dozens of subscription-based threat 

intelligence feeds. These products are very 

expensive, hard to integrate and require 

very specific skills to operate day-to-day.

the technical director of the National Cyber Security 

Centre in the UK, agrees with this sentiment. According to 

Dr. Levy, “the biggest future threat we have is keeping 

talking about cyber security the way we do today." 

Additionally, Levy says, “there is no other piece of public 

policy where the narrative is set by a massively 

misincentivized set of people.”

Buy and Integrate

These products are also complex because the 

people who are framing the problem - the service 

providers - have a great deal to gain by 

convincing the buyer (you) that the problem is 

overly complex. There are thousands of 

companies out there with their eyes on the largest 

buyers, leaving their smaller and mid-sized 

counterparts out in the cold. In reality, the 

problem isn’t that hard. Or, at least, it doesn’t have 

to be.

Dr. Ian Levy,



02 Outsource

The second option available today is to outsource the problem to an MSSP, or managed 

services security provider. This is a particularly attractive solution to smaller organizations 

that lack the capital to purchase software and hardware, as they get to leverage someone 

else's experience to their advantage in exchange for a fee. However, this also presents its 

share of challenges.

Quality MSSPs are generally smaller, boutique companies that share costs across a modest 

number of customers. They have a well-trained staff, they have a consistent technology stack, 

and they do a great job. However, these firms tend to be expensive; "You get what you pay for" 

very much applies. A high quality MSSP is a good option for larger companies, but in many 

cases, it costs a great deal of money that many businesses just can't afford.

High cost is not the only risk when evaluating an MSSP; consider the old saying, “if it sounds too 

good to be true… it probably is.”

Consider the economics of these low prices. If your network experiences just five risks per 

month, there is no way a company can thoughtfully do all that it promises and still make a 

profit at such a low price. You have purchased a hands-off system with NO human thought or 

response. You're certainly not getting something tailored to the traffic actually on your 

network, which means that you're not getting something that will actually keep you safe.

There are hundreds of firms who promise to monitor your network traffic, update your firewalls, 

triage risks and secure your network for a very low monthly fee (we have seen firms offer all of 

these services for $200 per month).

Monthly fees of $10K to $30K are not unusual. 



The third option is to simply ignore the problem and hope 

you don't get hacked.

Cyber Security: 
The Myths vs. the Reality
Fortunately, there’s good news: the problem isn't nearly as difficult as many cyber 

security companies want you to believe. The big cyber security companies have 

everyone convinced that the problem is getting more complex all the time. They need 

this to be true… that way they can keep selling overly complex products.

03 Hope
However, for many small companies, family wealth is 

dependent upon business success. Losing your customers’ 

information, and more importantly, their trust, is something 

you simply cannot afford. 

of the UK’s National Cyber Security Center says “the 

great majority of cyber attacks are not terribly 

sophisticated. They can be defended against. And if 

they get through, their impact can be contained. But 

far too many of these basic attacks are getting 

through.”

The reality is quite different… 
consider this:

Ciaran Martin



A Pragmatic 
Approach to 

Cyber Security

We believe that if a company wants to remain 

secure, they must combine basic protection 

with sophisticated tools.

Basic protection includes a solid firewall and 

email filtering. There are dozens of good 

firewalls available at multiple price points. 

Email filtering is also offered at a reasonable 

prices from hosted solutions like Google 

Apps or Microsoft Office 365. 

Basic Protection

 Firewall

 Email Filter

Sophisticated Tools

 Real-Time Monitoring

 Logging

 Correlated Threat Intel

 Predictive Analytics
However, acquiring these more 

sophisticated cyber security tools can be 

challenging for many reasons. These 

products are complex. They are provided by 

dozens of different vendors. They require 

specialized skills to install and integrate. 

Finally, they require significant resources to 

monitor on an ongoing basis. 

Basic protection should be augmented by 

more sophisticated cyber security tools, 

including real-time monitoring, logging, 

correlated threat intelligence from multiple 

sources, predictive analytics, workflow and 

active blocking.



The Dark Cubed cyber security platform offers a new option, a fourth 

option. We don’t require you to buy overpriced hardware and 

software that is difficult to install and even more difficult to operate 

effectively. We do not require you to outsource your problem to a 

third-party provider and pray that you picked the right one. And, we 

know that ignoring the problem is never a real choice for your 

business.

Instead, our platform will monitor your network in real time, provide 

alerts and information that your existing staff can understand, give 

you the tools to take action, and provide monthly reporting that will 

demonstrate how well you managed your risk… reports that will 

satisfy your regulators and your board.

The
Dark Cubed Platform

Interested? 
Learn more at DarkCubed.com. 

Contact Us

https://darkcubed.com/



