
Simply Intuitive 
Cyber Security.
“It is great to work with Dark Cubed. The 
product is really easy to install and use. Our 
team loves the user interface, and the 
ability to push blocking rules to our firewall 
with one click.” 

Neil Underwood
President of Live Oak Bank



It Is Time For A Change



A New Approach



Enterprise-Grade Security In Minutes

We have developed a cyber security 
platform that focuses on simplicity, 
innovative design, and practical security 
to protect your network without the need 
for highly trained experts and millions of 
dollars.

Dark Cubed has designed an engineered 
an advanced and robust cyber security 
software-as-a-service (SaaS) platform that 
is actually simple and easy to use for 
companies of any size.

Everyone is different when it comes to 
security and risk tolerance. We designed 
an easy-to-use platform to allow 
companies of all sizes to manage their risk 
and protect what matters most to you.

ü Historical Network Connection Data

ü Threat Intelligence Integration

ü Streamlined Log Management

ü Predictive Analytics

ü Simple, Intuitive Dashboard

ü Streamlined Workflow

ü Fast and Easy Reporting

ü Manual and Auto-Blocking

ü Easy Integrations

ü Rapid Customization Capability

WHAT WE DO

https://darkcubed.com | info@darkcubed.com | 866.547.9441
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We manage the complexity so you can 
protect what matters most.



Dark Cubed in Four Simple Steps

Interact With Your Data
Our simple and sleek design enables you to find 
threats and identify abnormal activity on your 
network, without requiring a PHD in security.

Take Action
Quickly and easily investigate or block threats 
using simple integrations into your firewalls or 
our easy-to-deploy, low-cost hardware sensor.

2
1

4
3

HOW WE DO IT

Benefit From Sophisticated Analytics
All of your network traffic is scored based on 
threat using our patent-pending, analytics-
based algorithms for enterprise-grade results.

Monitor Traffic
Simply sending us data using your existing 
firewall or cloud service provider enables us to 
deliver enterprise-grade threat detection and 
analytics within minutes. 

MONITOR ANALYTICS ACTIONINTERACT



Dark Cubed collects data through 
our simple cloud-based infrastructure. 
We process the data you send us to 
identify inbound and outbound 
connections to your network and 
simplify that data for your use. With a 
few clicks on your current firewall, 
you can be up an running in minutes 
with no additional configuration 
effort required. 
Whenever a new IP address or 
domain name is observed, Dark 
Cubed sends a real-time, anonymous 
Threat Score Request to our Threat 
Scoring Engine. 
Dark Cubed accumulates IP 
addresses, domain names and 
Threat Scores into a customized 
historical database of your activity. 
We can even deploy a low-cost 
hardware sensor to collect data for 
higher bandwidth networks or for 
additional security.

A SIMPLIFIED APPROACH

Monitoring and Auto-Blocking Options
Dark Cubed uses machine learning and artificial 
intelligence to automatically monitor your network for 
threats using the data you send us; with no work required 
from your staff. Dark Cubed also integrates with your 
existing firewall to support automated or manual 
blocking.  We can also integrate into other security 
products via custom scripting and API integration 
options.

Understanding the Technology
Dark Cubed is built on micro-services and 
containerization, enabling unrivaled scalability and 
flexibility to meet your security needs.

Our unique approach means never have to update 
operating systems or install upgrades for Dark Cubed 
components, to include our sensors. All updates, bug 
fixes and new features are delivered automatically, 
embodying our mission of delivering simply intuitive cyber 
security.
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Streamlined Deployment for Meraki Users
For customers using Cisco Meraki devices, we have a 
custom integration that allows us to monitor and protect 
your entire network within minutes.  Ask us to learn more!



DASHBOARD & USER INTERFACE

Simple Function Design
The Dark Cubed Dashboard and user 
interface is designed to quickly and 
efficiently permit authorized users to 
visualize risk, search for threats, set 
preferences, ensure compliance with 
policy and, most importantly, take 
action. 

Visualize Risk and Take Action
§ Monitor in real time your network's 

inbound and outbound traffic. 
§ Analyze data from multiple views. 
§ Take action with one-click workflow 

to block or mute threats. 
§ Set auto-block to protect and 

measure your efficiency and 
compliance

§ See changes in traffic patterns on 
your network and compared to the 
rest of the D3 community.

Executive and Audit Reporting
Configure reports to run on demand or as scheduled reports for varying 
time periods and levels of detail. Reports can be set for selected policy 
configurations and required level of compliance. Audit reports can be run 
with details per threat on compliance, associated IP address, frequency, 
score and actions taken.

https://darkcubed.com | info@darkcubed.com | 866.547.9441
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DASHBOARD & USER INTERFACE

Simply search and filter the threat table to find high-
risk threats, specific threats, recent threats, and 
persistent threats. Locate the IP addresses and 
domain names that are most active on your network.

Search for Threats
Users can block or mute threats with a single click. 
Auto-blocking can be set by score level to allow for 
24x7 monitoring and protection. If needed, actions 
are easily undone once you have fully investigated 
threats.

Take Action on Threats

Set Preferences
Define notification and auto-blocking preferences.

https://darkcubed.com | info@darkcubed.com | 866.547.9441
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At the heart of Dark Cubed is our Threat Scoring Engine
Our scoring engine is a powerful tool that generates a single-digit 
Threat Score for every IP address or domain that is active on your 
network. We use these scores to alert you to new risks. And, if you 
choose, set automatic blocks when Threat Scores are high. 

A Threat Score
Our Threat Scoring Engine 
uses a complex, patent-
pending, analytics-based set 
of algorithms to produce a 
simple, single digit number 
(from 1-9) that combines risk 
and confidence, as shown in 
the figure to the right.

THREAT SCORING ENGINE

https://darkcubed.com | info@darkcubed.com | 866.547.9441
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Patent-pending technology provides anonymity 
while enabling sharing of threat intelligence. 



Threat Score Assignment

Threat Scores are assigned based on a three-step 
process to calculate risk and confidence.

Signals-Based Intelligence Predictive Analytics Community Analytics

6
Score

9
Score 

Number of Times 
Observed Seen on 4 lists Seen on 2 lists

Age of Target

3 Months OLD – in all 
4 cases and is no 

longer on any of the 4 
lists

NEW – IP address was 
added to both lists 

today

Quality of Lists
LOW – Lists are not 

the best indicators of 
risk

HIGH – Lists are strong 
indicators of risk

Correlation of Lists

HIGH – Lists are highly 
correlated (the same 
IP addresses appear 

on all lists)

LOW – Lists are not 
correlated (the same 
IP addresses do not 
appear on all lists)

When the Threat Scoring Engine receives a real-
time request for a Threat Score, it first turns to our 
Threat Intelligence Library and uses “signals-based 
intelligence” to assign a Threat Score.

The target IP address or domain name is 
compared in real-time to the entire Threat 
Intelligence Library looking for matches. Each time 
a match is found, that match is treated as a 
“signal” of risk. Signals can be weak or strong. The 
combination of signals and their strength affects 
our calculation of Threat Score.

This table compares two Threat Score examples to 
illustrate how Signals-Based Intelligence generates 
a Threat Score.

https://darkcubed.com | info@darkcubed.com | 866.547.9441
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Threat Score Assignment

Threat Scores are assigned based on a three-step 
process to calculate risk and confidence.

Predictive Analytics Community Analytics

In some cases, the IP address or domain name 
that we are scoring does not appear in our 
Threat Intelligence Library. 

Our robust Threat Intelligence Library allows us to 
use Predictive Analytics to determine if an IP 
address that is not in our Threat Intelligence 
Library shares attributes with IP addresses that 
are in our library, and the number of shared 
attributes allows us to predict whether this IP 
address is likely to be malicious.

Signals Based Intelligence

https://darkcubed.com | info@darkcubed.com | 866.547.9441
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Real World Example
The 2017 WannaCry exploit used a 
randomized domain name. Dark 
Cubed, using Predictive Analytics, 
assigned the domain name used in the 
WannaCry exploit with a Threat Score 
of 8 BEFORE that exploit was named or 
published by other organizations. 
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Threat Score Assignment

Threat Scores are assigned based on a three-step 
process to calculate risk and confidence.

Predictive Analytics Community AnalyticsSignals Based Intelligence

Dark Cubed scores IP addresses and domain 
names in real time, anonymously, across our 
customer base. Because we categorize our 
customers into size (small, medium and large) 
and sector (financial services, healthcare, IT, as 
examples), we are able to identify and research 
abnormal behavior in the Dark Cubed 
community.

As an example, on a given day it is not unusual 
for us to receive Threat Score Requests for 
thousands of new, unique IP addresses across 
our customer base.

However, if we receive requests to score four new, 
unique IP addresses from a customer in the 
Financial Services Sector, and then seconds later, 
we receive the same requests to score the same IP 
addresses from three other customers also in the 
Financial Services Sector, this represents unusual 
behavior in our community. 

The Community Analytics component of our Threat 
Scoring Engine would thus assign a higher Threat 
Score to this traffic and implement the auto-
blocking feature for this IP address.
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Anonymized Community 
Threat Information 

D3 built a shared community of threat 
analytics that drives value at 
economies of scales.

We continue to add new sources daily.  
Each new member adds to the 
collective, building of a stronger threat 
intelligence capability for all members.

Robust Threat Intelligence Library

Our threat intelligence library includes 
over 60 diverse sources, gleaned from 
open source, government and 
commercially available resources. 

Over the past few years, we have 
collected and retained both current 
historical versions of threat data

THREAT INTELLIGENCE DATABASES

300 Million Analyzed and Growing

https://darkcubed.com | info@darkcubed.com | 866.547.9441
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Other cyber security companies develop noisy, 
complex, and expensive solutions that feed their 
bottom line.

We are different. 

Dark Cubed focuses on simplicity, innovative 
design, and practical security that protects 
without the need for highly trained experts and 
millions of dollars.

Try Us for Free

See for yourself how we provide broad 
cyber-security in a highly automated 
fashion at a price point that works for 

companies of all sizes.

Cyber Security That Simply Works

https://darkcubed.com | info@darkcubed.com | 866.547.944114


